NHOOPMAILIMOHHA A ITAMATKA
JUA OBYYAIOIMXCA JIA PASMEINEHN A

HA OOUIMAJIBHBIX MHTEPHET-PECYPCAX

C KaX/1pIM I'OZIOM MOJIOIEKH B HHTEPHETE CTAHOBUTHCS 0OJIbIIIE, A IIKOJIBHUKU OJTHH U3 CaMbIX
aKTHBHBIX ITOJIb30BaTesne Pynera. Mexay TeM, IOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOYHOCTEH, HHTEPHET HECET U MpobeMbl. DTa namsTKa JOHKHA IIOMOYb Tebe 6e301acHo
HaxOJUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KoMIbroTepHBIN BUPYC - 3TO PA3HOBUIHOCTh KOMIIBIOTEPHBIX IIPOTrpaMM, OTINYUTEIBHON
0COOEHHOCTBIO KOTOPOH SIBISIETCSA CIOCOOHOCTh K pa3MHOKEHHIO. B onosHeHue k aTomy,
BHUPYChI MOT'YT IIOBPEAUTH UJIU MOJTHOCTHIO YHUUYTOKUTH BCE (ailiibl U JaHHbIE,
HOJKOHTPOJIbHBIE [10JIb30BATENI0, OT UMEHH KOTOPOro Oblila 3aMyllleHa 3apaeHHas IporpaMmma,
a TaKk)Ke MOBPEIUTh WIH JaXKe YHHUTOXHUTDH OTIEPALIMOHHYIO CUCTEMY CO BCceMH (ailiiamu B
nesoM. B GonbIIMHCTBE CllyyaeB pacpoOCTPaHsAIOTCS BUPYChI Uepe3 HHTEPHET.

MeTopbl 3aUTEl OT BPCIOHOCHBIX ITPOTpaMM:

1. Ucnionb3yil coBpeMeHHbIE ONEPallMOHHbIE CUCTEMBI, UMEIOLINE CEPbe3HbI YPOBEHB 3aIIUTHI
OT BPEJIOHOCHBIX IIPOTPaMM;

2. IlocTrosiHHO ycTaHaBIMBal nauTy (UG POBbIE 3aIUIaTKH, KOTOPbIE aBTOMaTHUECKU
YCTaHaBJIMBAIOTCS C LEJIbIO JOPAaOOTKH MPOrpaMMbl) U Ipyrue OOHOBIICHUS CBOEH
omnepanroHHo cucteMbl. CkaunBail UX TOJIBKO ¢ odulManbHOTO caita pazpadorunka OC. Ecnu
CYIIECTBYET PEKUM aBTOMATHYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. PabGoraii Ha cBOeM KOMIIBIOTEPE MO ITpaBaMU IOJIb30BATCIIA, 4 HC aAMUHUCTPATOPA. 910 HE
ITO3BOJIMT 6OJ'II>HII/IHCTBy BPCAOHOCHBIX ITPOrpaMM MHCTAJNIMPOBATLCA HA TBOEM IIEPCOHATIBHOM

KOMITBIOTEPE;

4. Ucnionb3yit aHTUBUPYCHBIE TPOTPaMMHBIE MTPOTYKTHI U3BECTHBIX MPOU3BOIUTENECH, C
aBTOMAaTHYECKUM OOHOBIJIEHHEM 0a3;

5. Orpanuub pU3NUECKHUI JOCTYI K KOMIBIOTEPY JUIsl IOCTOPOHHHUX JIUIL;

6. Mcnonp3yil BHEIIHKWE HOCUTENHN HH(OpMaLNY, Takue Kak (iemika, TucK win (aitn u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkphIBail KOMIbIOTEPHBIE (PaiiiIbl, MOTyYSHHBIE U3 HEHAIEKHBIX HCTOYHUKOB. Jlaxe Te
¢aiinbl, KOTOpbIE MPUCIaT TBOW 3HaKOMBIH. Jlydllie yTouHM y HEro, OTIPaBJIsI JIU OH TeOe UX.

Ceru WI-FI



Wi-Fi - 310 He BuJ miepeiaun JaHHBIX, HE TEXHOJIOTHS, @ BCEro JIMIIb OpeH 1, Mapka. Emie B 1991
roay HUAEpJaHACKas KoMnaHus 3apeructpuponaia openn "WECA", yto o603Havano
cnoBocouetanne "Wireless Fidelity", koTopsrii mepeBoguTcs Kak "GecrpoBogHAs TOYHOCTS .

Jlo Hamero BpeMeHH AoILIa pyras ab0peBuaTypa, KOTopas SBJISIETCS TAKOH )K€ TEXHOJIOTHEH.
Ot1o0 abbpeBuarypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO ¢ HAMEKOM Ha CTaHAAPT BBICIICH
3BykoBo#i TexHuku Hi-Fi, uro B mepeBose o3Ha4yaeT "BbICOKast TOYHOCTH'.

Ja, GecruiaTHBIN HHTEPHET-AO0CTYII B Kade, OTEIAX U adpPOIopTax SBISICTCS OTIUIHON
BO3MOYKHOCTBIO BBIXO/Ia B HHTEPHET. HO MHOIME 3KCIIEPTHI CYMTAIOT, 4TO 00IIe0CTyIHbIe Wi-
Fi cetu He saBnsAroTCs O€30I1aCHBIMU.

CoBertbl 110 Oe30MacHOCTH paboThI B 00MIEI0CTYIHBIX ceTsix Wi-fi:

1. He nmepenaBaii cBoto nuuHyro nHpopMaluio yepes oomenoctymubie Wi-Fi cetu. Paboras B
HHX, )KeJIaTeIbHO He BBOIUTD MAPOJIH JOCTYIIA, JOTUHBI M KaKHE-TO HOMEPA,;

2. Ucnonb3yit 1 OOHOBIISI aHTUBUPYCHBIE IPOTpaMMBbI U OpaHaMayep. Tem cambIM Thl
o0e3omacumib ceds 0T 3aKaYKU BHPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonb3oBanun Wi-Fi otkmroun dynkiuio "O0mmit noctyn k ¢daiiiam u npuaTepam’.
JlaHHas GyHKIUS 3aKphITA [0 YMOIYAHHIO, OJTHAKO HEKOTOPBIC MOJIb30BATEIIN AKTUBUPYIOT €€
ISl y10OCTBa MCTIONIb30BaHUs B paboTe Ui yueoe;

4. He ucnonw3yit nyonnuneiii WI-FI s nepegaun aMuHbIX JaHHBIX, HAIPUMEP JUIs BBIXOJIA B
COLIMAJIbHBIE CETH WJIU B DJIEKTPOHHYIO IOYTY;

5. Ucnonw3yii Tonbko 3amunienHoe coequHenue yepes HTTPS, a ue HTTP, 1.e. npu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B moOunsHOM Tenedone otkimtoun pynkumio "Tlogkmouenne k Wi-Fi aBromatuuecku'. He
JOTTyCKail aBTOMAaTUYECKOTO MOAKII0YeHUs ycTpoiicTBa k ceTssiM Wi-Fi 6e3 TBoero cornacusi.

CoumnajbHble ceTH

CoruanbHbIe CeTH aKTUBHO BXOJST B HAaIly KU3Hb, MHOTHE JIFOJIU padOTaIOT U )KUBYT TaM
nocTosIHHO, a B Facebook yke 3apeructpupoBan MUJTHAP]T YEJIOBEK, UTO SIBJISIETCS OJTHOU
CeIbMOM BCeX JKUTeNel TIaHeThl. MHOTHE TIOJIh30BaTeNN He TOHUMAIOT, YTO HH(OpMAITHs,
PasMCIICHHAaA UMW B COOUATIBHBIX CETAX, MOXKCT OBITH Haﬁ)]eHa H UCII0JIb30BaHa KEM yroaHo, B
TOM YHUCJIEe HE 0053aTeTBHO ¢ OJIaTIMH HAMEPEHHSIMH.

OCHOBHBIC COBETHI 110 0€30ITaCHOCTH B COMAJIBHBIX CCTAX!

1. Orpanudb criucok Apy3ei. Y TeOs B IPYy3bsiX HE TOJDKHO OBITH CIYYalHBIX U HE3HAKOMBIX
b1 {001 (7 K

2. 3amuiaii cBOIO YacTHYIO *kH3Hb. He yka3biBail mapounu, TenedoHsl, ajapeca, 1aTy TBOETO
POXJIEHUS U JPYTYIO JUYHYI0 HHPOPMALIKIO. 370YMBIIIJIEHHUKA MOTYT MCIIOJIb30BaTh JaXe
I/IH(I)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTEIIN IIJIAHUPYCTE IMPOBECTH KAHUKYJIbI;



3. 3amuiaii CBOIO PEMyTaIHIo - JEPKU €€ B YUCTOTE U 3a/aBaii cede BOIpoc: XoTel ObI THI,
YTOOBI IpyTHE TIOIH30BATENN BUACIH, YTO ThI 3arpyxaemib? [Togymaii, mpexae 4em 4To-To
OITyOJINKOBATh, HAMKCATh U 3aTPY3UTh;

4. Ecnu Thl rOBOpUILIb C JIFOAbMH, KOTOPBIX HE 3HACIlb, HE UCIIOJIb3YH CBOE PEAIbHOE UM U
JIPYTYIO JTUUHYIO HHGOPMAIUH: UMsI, MECTO KUTEIbCTBA, MECTO y4eObl U MpoUee;

5. N36eraii pazmemenus Gororpaduii B iuTepHeTe, rae Thl H300pakeH Ha MECTHOCTH, 110
KOTOPOU MO>KHO OIPENETUTH TBOE MECTOIIOJIOKEHHUE;

6. [Ipu perucrpaiuu B COIMANIBHON CETU HEOOXOAMMO UCTIOIB30BATh CIOKHBIE MTAPOJIHU,
cocrosimue u3 OykB ¥ IUQP U C KOJTUIECTBOM 3HAKOB HE MEHee §;

7. Jlns counaabHOM CETH, MOYThHI U JPYTUX CAMTOB HEOOXOJMMO UCIOJIB30BaTh pa3HbIe MapOJIH.
Torma ecnu T€0s1 B3IOMAOT, TO 3JIOYMBIIIJICHHUKHU TIOTy4aT JOCTYH TOJIBKO K OJJHOMY MECTY, a
HE BO BCE Cpasy.

DJIeKTPOHHbBbIE IeHbI'H

QHGKTpOHHHe AJCHBI'U - 3TO OYCHb y,[[O6HI;II>i cIoco0 HHaTe)I(eﬁ, OHAaKO CYHICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYYUTH O9TU ACHBI'U.

3JI€KTpOHHI)I€ JACHBbI'Y ITOABHUIINCH COBCEM HCAABHO M UMCHHO H3-3a 3TOI'0O BO MHOT'MX
rocyaapCTBax A0 CHUX IIOP HE NPOIHCAHO PO HUX B 3aKOHAX.

B Poccum xe oHu CI)YHKI_[I/IOHI/Ip}/I-OT " O HUX YK€ IIPOIMUCAHO B 3aKOHC, I'’/IC UX PA3ACIIIIOT HAa
HECKOJBKO BHUJ0B - aHOHUMHBIC 1 HC aHOHUMHBIC. Pa3HI/IHa B TOM, YTO aHOHHUMHBIC - 3TO T€C, B
KOTOPBIX pa3pCIiacTCd IIPOBOAUTL OINCpalun 0e3 I/IJICHTI/I(I)I/IKB.LII/II/I IOJIB30BaTCJIA, a4 B
HCAaHOHHNMHBIX I/II[CHTI/I(bI/IKaHI/ISI ITOJIE30BaTEIA SIBJIIETCA 003aTCILHOM.

Taxxe cinenyeT pa3nuyarh 31EKTPOHHbIE (PMAaTHBIE AEHBIU (pPaBHBI TOCYAAPCTBEHHBIM BaJIIOTaM)
U 3JIEKTPOHHbIE He(HUaTHbIE ACHBIM (HE paBHBI TOCY/1aPCTBEHHBIM BAIIOTaM).

OCHOBHBIC COBETHI 10 0€30ITaCHOM pa60Te C 3JICKTPOHHBIMU NCHbBIAMMU:

1. ITpuBsixku Kk cueTy MOOMIBbHBIN TenedoH. To camblil yA0OHBIHM 1 OBICTPBII C11OCO0
BOCCTAaHOBHUTH JIOCTYII K c4eTy. [IpuBs3aHHbIi TeneOH MOMOXKET, eCii 3a0yAenIb CBOM
IUTATEKHBIA MapOJIb WJIK 3aii/1elIb Ha CaliT ¢ HE3HAKOMOT'O0 YCTPONCTBA,

2. Ucnonb3yit ogHopasoBeie mapomu. [locie nmepexona Ha YCUICHHYIO aBTOPU3AIIUIO Te0e yKe
He OyJIeT yrpokKaTh OMACHOCTh KPaXKH WIIM TepexBaTa TIaTeKHOTO MapoJis;

3. Beibepu cnosxHblil mapons. [lpectynHukam Oyner He MPOCTO yraJaTh CIOXKHBINA Tapoib.
Hanexnsle mapoiu - 3To mapoJin, KOTOphIe CojiepKaT He MeHee 8§ 3HAKOB U BKJIIOYAIOT B ce0st
CTPOYHBIE U MPOMHUCHBIE OYKBBI, HU(PBI U HECKOJIBLKO CUMBOJIOB, TaKHE KaK 3HAK J0Ju1apa,
(yHTa, BOCKIMIATeNbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOAU CBOU JIMYHBIC JAHHBIC HA caﬁTax, KOTOPBIM HE NOBCPSCHIL.



DJIEKTPOHHAsI TOYTA

OJEeKTPOHHAs M0YTa - 3TO TEXHOJIOIHSI U MPEAOCTABISEMbIE €10 YCIYIH 10 NEPECHUIKE U
MIOJIyYEHUIO AIEKTPOHHBIX COOOLIEHUM, KOTOPBIE PACTIPEAEIAIOTCSA B KOMIIBIOTEPHON CETH.
OOBIYHO 3JIEKTPOHHBIN OYTOBBIN SAIIMK BBIMJISIIUT CIIEIYIOIUM 00pa3oM:
UMs_TIONIb30BaTes (@M _aoMeHa. Takke KpoMe mepeiaud IpoCcTOro TeKCTa, UMEeTCs
BO3MOKHOCTb IlepeiaBaTh (paiiibl.

OCHOBHBIE COBETHI 110 6€30MaCHOM padOoTe ¢ ANEKTPOHHOU MOYTOM:
1. Hamo BeIOpaTh paBUIIBHBIN OYTOBBINA cepBUC. B HHTEpHETE €CTh OrPOMHBIN BHIOOD
OECIUTaTHBIX OYTOBBIX CEPBUCOB, OJIHAKO JIyUllIe JOBEPSITh TEM, KOTO 3HACIIb U KTO MEPBBII B

pEUTHHTE;

2. He yka3pIBaii B IMYHOH MOUTE JIMYHYIO HHPOpMarmio. Hampumep, aydmie BeIOpaTh
"My3bIKanbHBIN _(aHaT@" nmn "pokx2013" Bmecto "Temal3";

3. Mcnonp3yil 1ByX3TallHYI0 aBTOPU3ALMI0. TO KOTAa IOMUMO MapoJsi HY’KHO BBOAUTH KO/,
npuchUi1aeMbiil o SMS;

4. BeiOepu ci10>KHBIH maposib. [t KaXka0ro mo4ToBOro sIMKa J0JKEH ObITh CBOM HaJIeKHBIH,
YCTOWYHMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecth BO3MOKHOCTh HAIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3Ty
BO3MO>KHOCTB;

6. I/ICHOHBBYﬁ HCCKOJIBKO ITIOYTOBBIX AITUKOB. HCPBLII;'I JJIA YaCTHOM MEPCIIMCKU C aipeCaTaMu,
KOTOPBIM ThI JOBCPACHID. 910 3J'ICKTpOHHI:II71 aapecC HE HAJ10 UCITIOJIb30BaTh IIPU PETUCTPALlUX Ha

dopymax u caiitax;

7. He oTkpeiBaii (paiinel U Apyrue BIOKEHHUS B MUCbMaX, I1a)Ke€ €CITU OHU MPUIIUTH OT TBOUX
npy3eit. Jlydiie yTouHu y HUX, OTIPABIISUIA JTU OHH TeOe ATH (aiiibl;

8. Ilocie okoH4aHus pabOTHI HA TOYTOBOM CEpPBUCE MEPE] 3aKPhITUEM BKJIAJKU C CAiTOM HE
3a0yp HaXxaTh Ha "Beriitn".

Ku6epOy/uiuHT WM BUPTYaJibHOE H3/1€BaTeJIbCTBO

KI/I6Cp6YJ'IJ'II/IHF - IpeCJICAOBAHNC COOGI_I_ICHI/DIMI/I, COJACpKallIuMU OCKOp6J’IeHI/I$I, arpecCuro,
3alMlyTUBAHUE; XYJIMTaHCTBO, COLIMAJILHOC 6OI>'IKOTI/IpOBaHI/Ie C IMOMOIIBIO PA3JIMYHBIX UHTCPHET-
CCPBUCOB.

OcHOBHBIE COBETHI IO 60pHOE C KUOEPOYIITUHIOM:
1. He ©pocaiics B 60#. Jlydmuit cioco0: MOCOBETOBATHCS Kak ce0sl BECTH U, €CIIM HET TOTO, K
KOMY MO>KHO OOpaTUThCA, TO BHaYalle yCIIOKOUThCs. Eciy Thl HauHelb OTBeYaTh

OCKOp6HCHI/I${MI/I Ha OCKOpGHCHI/IH, TO TOJIBKO €IIC OoJIbIIIE Pa30KIKCIIb KOH(l)J'II/IKT;

2. Yrpasnsii cBoel Kubeppenyraruei;



3. AHOHMMHOCTb B ceT MHMMasA. CyIeCTBYIOT CIIOCOOBI BBIICHUTb, KTO CTOUT 33 aHOHUMHBIM
AKKayHTOM;

4. He cTouT BeCTH XyJIUTaHCKUN 00pa3 BUPTyallbHOMU KU3HU. VIHTEpHET (UKCUPYET BCEe TBOU
JeMCTBUA M COXpaHAET UX. Y JaluTh UX OyAeT KpaiHe 3aTpyIHUTEIbHO;

5. Co0Outo1aii CBOIO BUPTYJIBHYIO Y€CTh CMOJIOJY;

6. Urnopupyit enuanunbiil Heratu. OTHOpPa30BbIe OCKOPOUTENBHBIE COOOIICHHUSI JTyUIIe
UTHOpHPOBaTh. OOBIYHO arpeccus MpeKpaniacTcs Ha Ha4aaIbHOW CTa/INH;

7. ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSIMH, B COIIMATTBHBIX CETSIX
€CTh BO3MOYKHOCTb OJIOKHPOBKH OTIIPaBKU COOOILIEHUH C ONPEICTICHHBIX apEeCcOB;

8. Ecin ThI CBUICTCIIb KI/I6€p6y.]'IJ'H/IHFa. TBou HeﬁCTBHHZ BBICTYITUTH IIPOTUB IIPECICAOBATCIIAA,
IoKasaTb €My, 4TO €TI0 IIGﬁCTBI/I?[ OLCHUBAIOTCA HCTaTUBHO, MOAACPKATD KCPTBY, KOTOpOI71

HY)XHA IICUXOJIOTNYCCKasd IMOMOIlb, COO6H_II/ITL B3POCJIbBIM O (baKTC arp€CCUBHOIO ITOBCACHUS B
CCTH.

MoonabHblii Tes1ed)oH

CoBpeMenHble cMapT(OHBI U IJTAHIIETHI COIEPKaT B cebe BIOITHE B3POCIbIN (yHKIIMOHAT, U
Tenepb OHU MOT'YT KOHKYPUPOBATh CO CTAlMOHAPHBIMU KOMIIbIoTepamMu. OHAKO, CPELCTB
3alUTHI JUTSE TOTOOHBIX YCTPOUCTB IMOKA OYEHb Malo. TecTHpOBaHME U TIOUCK YS3BHUMOCTEH B
HUX IPOMCXOJUT HE TaK HHTEHCUBHO, Kak A 1K, To xe camoe kacaeTcss 1 MOOMIIbHBIX
MIPUIIOKEHUN.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH TOTHAIN HACTOJIbHBIE aHAJIOTH, OJTHAKO
pacupeHue (yHKIIMOHAaJa BIIeUeT 3a c000 OOJIBIIYIO CI0KHOCTh U MEHBIIYIO 3aLIUILEHHOCTD.

Jlaneko He Bce MPOU3BOIUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE KPUTHIECKHE
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OcCHOBHBIE COBETHI /st 0€30MaCHOCTH MOOMIIBLHOTO TenedoHa:

Huuero He sBisieTcst mo-HacTosemMy OecriaTHeIM. bynb ocTopoxeH, Beab Koria Tedbe
npeiaraT OecIiaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIaTHBIE YCIYTH;

Jymaii, mpexae yem otnpaButh SMS, ¢hoTo mim Buaeo. Tl TOUHO 3HACIIB, TJE OHU OYAYT B
KOHEYHOM utore?

Heo6xoamumMo 0OHOBIATE ONEPAITMOHHYIO CUCTEMY TBOETO CMapTQOHa;
Hcnonp3yit aHTUBHPYCHBIE POTPaMMBI 1J11 MOOUJIbHBIX Te€JIE(OHOB;

He 3arpy>1<a171 IMPUITOKEHUA OT HCU3BCCTHOI'O KCTOYHUKA, BEAb OHU MOTYT COJACPIKATh
BPCAOHOCHOC NTPOIrpaMMHOC OGCCHC‘-ICHI/IC;

ITocae Toro Kak Thl BRIMICIIB C ca171Ta, TAc BBOAWJI JINYHYIO I/IH(I)OpMaI_[I/IIO, 3aiau B HaCTpOﬁKH



Opaysepa u ynanu cookies;
Ilepnonnuecku npoBepsii, KaKue IUIaTHbIE YCIIYTY AKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBoii HOMEp MOOMIIBHOTO Tene(oHa TOIBKO JOASIM, KOTOPBIX ThI 3HACIIH H KOMY
JIOBEpsICIlb;

Bluetooth nomken ObITh BBIKIIOUEH, KOT/Ia Thl KM HE MMOJIb3yenibes. He 3a0biBaii mHOT 1A
MIPOBEPSITH 3TO.

Online urpsl

CoBpeMeHHBIE OHJIAH-UTPHI - 3TO KPACOYHBIC, 3aXBATHIBAIOIINE PA3BICUCHUS, 00HEIUHSIONINE
COTHH THICSY YEJIOBEK MO BceMy Mupy. rpoku uccneayror JaHHbIH UM MHp, OOIIAIOTCS IPYT C
JIPYTOM, BBITIOJIHSIOT 3a/IaHUS, CPAXKAIOTCSI C MOHCTPAMH U TIOJIYYarOT OTIBIT. 32 YIOBOJILCTBUE
OHH IUJIATST: MOKYMAIOT IUCK, OTNIAYMBAIOT a00OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OMIIUU.
Bce aTu cpenctBa uayT Ha nojepKaHue U Pa3BUTHE UTPHI, a TAKXKE Ha caMy 0€30MacHOCTb:
COBEPIIICHCTBYIOTCS CUCTEMBI aBTOPU3AIINH, BBIITYCKAIOTCS HOBBIC TTaT4H (IIU(POBEIC 3aIUIATKH
JUISI IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTHU CEPBEPOB.

B HO,[[O6HI>IX HUrpax CTOUT OIIaCaTbCA HC CTOJILKO CBOHUX COIICPHHUKOB, CKOJIBKO KpaXu TBOCTO
apoJisi, Ha KOTOpOM OCHOBAaHAa CUCTEMaA aBTOpHU3allun OOIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu apyroit urpok BeneT ceOs MI0X0 WM cO3JaeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH €ro B
CIHCKE UTPOKOB;

2. HO)K&J'Iy;ICSI AIMUHHUCTpPATOPAM HUI'PBI HA TNIOXO0C IMOBCACHUC 3TOI'0 UT'POKaA, KCIIATCIIBHO
MMPUIIOKUTH KAKHUC-TO JOKA3aTCIIbCTBA B BUAC CKPUHOB;

3. He yka3bIBaii TMuHyI0 HHGOpPMAIUIO B Ipodaiiie urpsl;

4. YBaxkall Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBail HeopuIIMAIbHbIE TATYN U MOJIBI;

6. Ucrionp3yit COXHBIE U pa3HbIE MTapoJIv;

7. JJaxxe BO BpeMsl HTPBI HE CTOUT OTKJIFOYaTh aHTUBUPYC. [10ka ThI Urpaenib, TBOM KOMIIBIOTEP
MOTYT 3apa3uTh.

OUIIUHT WA Kpaka JUIHbIX JAaHHbIX

OOBIYHOM Kpakeil JeHeT U TOKYMEHTOB CErOHS YKe HUKOTO He YIUBUIIb, HO C pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 37I0YMBIIICHHUKH IEPEMECTIIINCH B MHTEPHET, U TIPOJIOJDKAIOT
3aHUMATHCS "MIOOUMBIM" HEJIOM.



Tak mosiBUIIack HOBasi yrpo3a: HHTEPHET-MOIIEHHHYECTBA WX (DUIIMHT, TTIaBHAS IEJIb KOTOPOTO
COCTOMT B IMOJYYCHUH KOH(UICHIINATBHBIX JaHHBIX MOJI30BaTENICH - IOTHHOB U mapoiieil. Ha
AHTJIMICKOM s13bIKe phishing ynTaeTcs kak ¢ummHr (0T fishing - peioHas o, password -
MapoJib).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:

1. Cnenm 3a cBouM akkayHTOM. Eciiu ThI M0103peBaciib, YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
He00X0IUMO 3a0JJ0KHPOBATh €€ U COOOIIUTh aJIMUHUCTPATOPaM pecypca 00 3TOM Kak MOYKHO
cKopee;

2. Ucnonb3yit 6e30macHbie BeO-CATHI, B TOM YMCJIC, MHTEPHET-Mara3nHOB U TIOMCKOBBIX CHUCTEM;

3. Mcnionb3yii crokHbIe U pa3Hbie Mapoiau. TakuM oOpa3om, eciiu TeOs B3JIOMAIOT, TO
37IOYMBIIUIEHHUKH MOTYyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPO(HITIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B3OManu, TO HEOOXOAUMO MPEayIPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOpBIE
n00aBIICHBI y TEOS B IPY3bsiX, O TOM, YTO TE€OS B3JIOMAIH M, BO3MOKHO, OT TBOETO UMEHH Oy/eT
paccbuIaThCs CIlaM M CChUIKU Ha (PUITUHTOBBIE CalTHI;

5. YcranoBu HanexHbIi maposb (PIN) Ha MOOMITBHBIN TenedoH;
6. OTKIII0YM coXpaHEHHE Mapods B Opaysepe;

7. He oTkpbIBaii (paiinel U Apyrue BIOKEHHS B MUCbMaX, J1a)e €CIM OHU MPUIIUIH OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (DaliIbl.

Hudposas penyranus

[Mudposast penyranus - 3T0 HEraTUBHAsI UM MO3UTHUBHAS HH(OpPMALIKs B CETH O Tebe.
Komnpomerupyromas nHpopmarus, pa3melieHHas B MHTEpHETe, MOXKET CEphe3HBIM 00pa3oM
OTpa3uThCs Ha TBOeH peanbHOU *u3HU. "L{udposast penyranus" - 3T0 TBOM UMUK, KOTOPBIH
dopmupyetcst U3 HH(popMaIMK O Tebe B MHTEPHETE.

TBoe mecTo KHUTCJILCTBA, y‘Ie6BI, TBOC (I)I/IHaHCOBOG IMOJIOKCHHUC, 0COOEHHOCTH XapaKkTepa u
paccKasbl O OJM3KHUX - BCE 3TO HAKAINIMBACTCS B CETH.

MHorure noJipocTKU JETKOMBICIEHHO OTHOCSTCS K MyOJIMKaIMK JTUYHON MHPOPMAIIIH B
WuTepHeTe, HE MOHMMAsi BO3MOXKHBIX MOCIEACTBUM. ThI 1aXe He CMOKENIb 10raJaThCsl O TOM,
yT0 (oTorpadus, pazmenieHHas 5 JeT Ha3a/, cTajla IPUYUHON 0TKa3a MPUHATH TeOsl Ha padoTy.

KommenTapuu, pa3menienue TBoux Gororpaduii u gpyrue AeicTBUs MOTYT HE HCUE3HYThH Jaxe
10CJI€ TOTO, KaK Thl MX yJaluilb. Thl HE 3HACIIb, KTO COXPaHUJI 3Ty HHPOPMALIKIO, TIonaa JIn
OHA B ITOMCKOBBIE CUCTEMBI M COXPAaHUIACh JIM OHA, a TJIABHOE: UTO MOAYMAIOT O Tebe
OKpY’KaIOIIMe JII0JIU, KOTOpbIe HAWIYT M YBUAAT 3T0. HaiiTn nHpopManuio MHOTO JIET CriycTs
CMOKeT JI000i1 - Kak U3 100pbIX TOOYKACHH, TaK U C HAMEPEHHEM NMPUUYUHUTE Bpel. ITO
MOKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI IO 3aIUTE LIUPPOBON penyTaIiu:



1. [Toxymaii, mpex e ueM 4To-TO MyOJUKOBaTh M MepeaaBaTh y ceOsi B 0J10T€ UK B COITUATBHOM
CeTH;

2. B HacTpoiikax npoduist yCTAaHOBU OTPAaHUUYEHUS HAa POCMOTP TBOETO MPOQPIIIS U €r0
COAEP)KUMOTO, CIIeai ero TOJbKO "1 apy3en";

3. He pa3memiaii 1 He yka3bIBail HHPOPMAIUIO, KOTOPas MOKET KOTr0-TH00 OCKOPOJIATh WIIN
00MXKaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IIKOJIBHUKY - aKTUBHBIE TTOJIB30BaTENH IH(ppoBoro npocrpancTea. OgHaKo
JTAJIEKO HE BCE 3HAIOT, YTO MOJIb30BAHHE MHOTUMHU BO3MOKHOCTSIMH LIU(PPOBOTO MUpa TpedyeT
COOITIO/ICHHSI TIPAB HA MHTEIICKTYAIBHYIO COOCTBEHHOCTD.

TepMuH "HHTEUIEKTYyalbHAsi COOCTBEHHOCTh'" OTHOCUTCS K Pa3JIMYHBbIM TBOPEHUSIM
4eJI0BEYECKOI0 yMa, HauMHasi C HOBBIX U300pETeHUH 1 3HaKOB, 0003HAYaIOLINX COOCTBEHHOCTh
Ha NMPOJYKTHI U YCIIYTH, ¥ 3aKaHYUBasi KHUTaMH, pororpadusMu, KHHOPUIEMaMH U
MY3bIKaJIbHBIMH [TPOU3BEACHUSIMHU.

ABTOpCKHE ITpaBa - 3TO [IPaBa Ha UHTEJJIEKTYAIbHYIO COOCTBEHHOCTb Ha MPOU3BEICHUS HAYKH,
JUTEpaTyphl U UCKyCCTBA. ABTOPCKHE ITpaBa BBICTYNAIOT B KAUECTBE FAPAHTUU TOT'O, UTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE Oy/ET HallpacHbIM, AACT €My CIIpaBeIMBbIE
BO3MO>KHOCTH 3apa0oTaTh Ha pe3y/bTaTax CBOEro TPyAa, OJIYYUTh U3BECTHOCTb U IPU3HAHUE.
Huxkro 6e3 pa3pelieHus aBTopa He MOKET BOCIIPOM3BOAUTH €T0 IPOU3BEACHUE, paCIPOCTPAHSATh,
ny0JIMYHO IEMOHCTPUPOBATH, IPO/IaBaTh, UMIOPTHUPOBATH, IyCKaTh B MPOKAT, ITyOJIUIHO
UCTIOJIHAT, IOKA3bIBATh/UCIOIHAT B A(Hpe UK pa3meniatsh B IHTepHeTe.

Hcnonb3oBanue "mupaTcKoro” mporpaMMHOI0O 00ecredeHusl MOXKET MPUBECTH K MHOTUM
pHUCKaM: OT MMOTEPHU JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKHU TBOETO YCTPOMCTBa, I1ie
yCTaHOBJICHA HeJlerajibHast mporpamma. He cTouT Takske 3a0bIBaTh, YTO CYILECTBYIOT JIeraJbHbIE
u OecIIaTHbIE IPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O noprane

CeteBU4OK.p( - TBOH TJIABHBIN COBETYHK B CETU. 3/1€Ch Thl MOXKEIITb Y3HATh 0 O€30MaCHOCTH B
CETHU MOHSATHBIM U JIOCTYIHBIM SI3bIKOM, a IPU BOBHUKHOBEHUU KPUTUUYECKON CUTYyaIIU
00paTUTHCS 3a COBETOM. A TakKe MPUHATH Y9aCTHE B KOHKYPCAX M CTaTh CaMbIM UG POBBIM
rpakJIaHUHOM!



